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Troublesome Pasts: Legal Governance of
Memory in European Privacy and Data

Protection Law1

Riikka Lönnblad

T
his slogan of the Party from George Or-
well’s Nineteen Eighty-Four expresses the
idea of legal governance of memory in a

very extreme form. In the book, control over
the past is sought by systematic manipulation
and destruction of historical documents, with
the aim of making the past fit the present and
ensuring power over the future. In our world,
legal governance of memory does not usually
look like this. When we talk about legal gover-
nance of  memory, or memory laws, we talk
about the different ways in which law affects
how the past is represented and interpreted in
the present. The memory laws that we encoun-
ter may be used to reinforce official, state-ap-
proved narratives of the past, but they may
also celebrate specific historical moments – such
as the Europe day – or aim at ensuring re-
spectful remembrance of the victims of past
atrocities, for instance through Holocaust de-
nial bans.

In my doctoral dissertation, I argue that
there is a further type of legal memory gover-

1 This text is the author’s lectio praecursoria delivered on 9 May 2026 at the public doctoral defence held at the Faculty of  Law,
University of Helsinki where the author defended her dissertation “Troublesome Pasts: Legal Governance of Memory in
European Privacy and Data Protection Law”. The opponent was Professor David Erdos from Trinity Hall, University of
Cambridge and the custos was Professor Päivi Korpisaari from the University of Helsinki.

2 Orwell, George, Nineteen Eighty-Four. Secker & Warburg 1987, p. 37.

nance that we rarely pay attention to, and that
is privacy and data protection law. I argue that
privacy and data protection law has developed
into a form of legal memory governance for
the digital era, a memory law of the twenty-
first century. As a form of  memory governance,
privacy and data protection law is focused on
individuals and how their past is represented
in different situations: in public and private
archives, in the data reserves of  big tech com-
panies, in historical research and history-relat-
ed journalism, and in the online memory en-
vironment. My research aims at understand-
ing how this has happened and what its con-
sequences are. What kind of memory gover-
nance are we talking about when we talk about
privacy and data protection law? How do these
laws affect what we can know about the past?
And, of course, who benefits: which actors
are given space in society’s memory processes,
and which perspectives are excluded from pub-
lic representations of the past?

To understand privacy and data protection
law as a form of memory governance, we first
have to look at digitalisation. Technological
development has made the past seem trou-
blesome for individuals in new ways. Digital-
isation has enabled the collection, preserva-
tion, and dissemination of vast amounts of

“Who controls the past […]
controls the future: who cont-
rols the present, controls the
past.”2
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personal data, which may contain very detailed
and comprehensive information of individu-
al persons’ past. We can think of  our own
digital footprints, such as old blog posts or
party photos on social media, but also data
about us which have once been collected by
public authorities or private companies, and
which are now increasingly digitised and even
published online.

Indeed, the troublesome nature of the
past is often revealed when old records sud-
denly emerge in the online space. A typical ex-
ample is when newspaper archives are digi-
tised and made available online and then some
compromising information, for instance about
a former criminal conviction, starts popping
up on a Google search and ends up costing
the person their job, friends, and reputation.
These problems are not limited to online search
engines, but they are more general problems
of  digital remembering. In fact, every step in
technological development just seems to make
them more complex. For instance, with the
popularity of large language models, people
are increasingly encountering AI-generated bi-
ographies about themselves. These biographies
may be accurate or not, but they are in any case
used by others to represent our past, judge
our present, and shape our future.

This, in short, is the problem underlying
my dissertation: in the digital environment,
the past becomes troublesome for the indi-
vidual in a novel way, and privacy and data
protection law is called to rescue. The reason
why we increasingly resort to privacy and data
protection law is, in my opinion, that the prob-
lems of digital remembering are typically iden-
tity-related problems, and privacy and data
protection laws are important legal instruments
for dealing with identity-related issues. When
we talk about troublesome pasts, it often

means that there is a tension between certain
information about our past and how we
would like to appear to others in the present.
There is a gap between past information and
our present identity. Privacy and data protec-
tion rights can help us to deal with this gap, to
restrict the collection, use, and dissemination
of troublesome past data in the present. In
this way, privacy and data protection rights
become memory rights which allow individu-
als to influence or control what others may
know about their past.

The story that I have told so far is perhaps
not new, as these themes have been frequently
discussed in privacy and data protection schol-
arship, especially in relation to the right to be
forgotten. What my thesis brings to these de-
bates is asking: what happens then? For in-
stance, now that a right to be forgotten has
been recognised as a right of the individual to
limit the availability of information about their
past, how does this affect what can be known
about the past in general and what kind of
historical information can be found online?
Or, another example, when the General Data
Protection Regulation (GDPR) of the Euro-
pean Union sets limits to data processing and
storage, how does this affect the actors who
process personal data about the past, the data
that are processed, and the manners in which
the data can be processed? Therefore, the nov-
elty in my thesis is that I bring to focus the
relationship between European privacy and data
protection law and society’s memory practices
by asking how privacy and data protection law
affects the different ways in which we repre-
sent and interpret the past in different socio-
cultural contexts.

In the dissertation, I approach these ques-
tions through three main themes. First, I look
at privacy and data protection law as an indi-
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vidualistic form of memory governance, one
that focuses on the role of individuals as sub-
jects and objects of  collective remembering.
Second, I look at how privacy and data protec-
tion law shapes society’s mnemonic resources,
for instance what kind of documentation, traces,
and testimonies of the past we keep and to
what extent these mnemonic contents can be
made available to a broader public. Third, I
bring up the question of memory-related agen-
cy: which actors – individuals or collectives –
does privacy and data protection law empow-
er to speak about the past and how these ac-
tors in turn affect what we can know about the
past and what we deem to be worth remem-
bering. Through these three themes – indi-
viduals, contents, and agency – we can see the
different ways in which European privacy and
data protection law functions as an instrument
of legal memory governance, and how it shapes
our interaction with the past.

Methodologically, my thesis moves be-
tween two layers of analysis, doctrinal and the-
oretical. The methods of doctrinal interpreta-
tion and analysis are used to uncover how pri-
vacy and data protection norms regulate the
processing of personal data relating to an in-
dividual’s past. The focus is on European law,
so I concentrate, in particular, on the rights of
the data subject and the data protection princi-
ples in the GDPR as well as the right to respect
for private life in the European Convention
on Human Rights. This analysis reveals a ten-
sion between an individual’s right to restrict
the availability and use of data about their past,
in a sense their ‘right to be forgotten’, and the
rights of others to have access to and use this
information, their ‘right to remember’. To this
layer of doctrinal analysis, my study adds a
more theoretical discussion on how these
memory-related rights are intertwined with and

enacted in society’s memory processes and in
different mnemonic practices. This allows us
to see what the current balance between an
individual’s right to be forgotten and other
people’s right to remember means in terms
of collective remembering: what kind of in-
formation about the past we keep, how broadly
and for what purposes this information can
be used and disseminated, and who gets to
make these decisions.

My dissertation reveals that privacy and data
protection law currently recognises a plurality
of  memory-related concerns. We started with
the question of individuals suffering under
their troublesome past, and indeed, a key find-
ing is that privacy and data protection law does
strengthen the role of  individuals in society’s
memory processes. Privacy and data protec-
tion rights allow individuals to exercise new
kinds of mnemonic agency and to influence
or even determine what can be known about
their past in different contexts. In this way,
individuals can affect not only how their own
life-stories are narrated but also how certain
events or phenomena of the past are repre-
sented collectively. However, my thesis also
highlights that individuals do not have abso-
lute power over narratives about their past and
that data protection law does not demand the
destruction of all personal data. Instead, my
research shows that European privacy and data
protection law is very sensitive to many types
of memory-related interests, and it may also
protect or acknowledge the ‘right to remem-
ber’ of others.

My thesis also shows that individuals are
not the only memory agents that matter. Pri-
vacy and data protection law recognises and
empowers a broad variety of other mnemon-
ic actors. These actors may be traditional mem-
ory authorities, such as cultural heritage insti-
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tutions, professional journalists, historians, or
other researchers, who already have an estab-
lished position as gatekeepers of the past.
These actors may be new memory authorities
of the digital world, such as online search en-
gines or online platform providers. They may
also be legal actors, such as courts or data pro-
tection authorities, who are now increasingly
called upon to balance an individual’s privacy
and data protection rights with the right to
access historical information, and thereby to
make judgments about the historical value and
significance of  past information. And, finally,
States exercise considerable mnemonic power
in connection with privacy and data protection
law, for instance by shaping the privileged data
protection regimes for freedom of expression,
archiving, and research in the GDPR. In this
way, privacy and data protection law often ends
up consolidating the position of existing mem-
ory authorities and reinforcing established nar-
ratives of the past. Therefore, even though
privacy and data protection laws are new mem-
ory laws of the digital era, they may some-
times operate in much the same way as more
traditional memory laws.

By revealing the different ways in which
privacy and data protection law and legal gov-
ernance of memory are intertwined, my re-
search broadens our understanding of both
privacy and data protection law and memory
laws. My dissertation highlights that legal mem-
ory governance can no longer be understood
merely as a question of how collectives remem-
ber the past and what kind of memory-relat-
ed duties we may have. Instead, in the 21st

century, individuals are increasingly brought
to the focus of digital memory governance
and memory-related debates. This makes pri-
vacy and data protection law a very important
form of legal memory governance, at least in

digitalised, individualistic, liberal societies.
On the other hand, my dissertation also

shows that we can no longer think of privacy
and data protection law as distinct from time
and memory. Data is temporal, data subjects
are temporal, and the way in which privacy and
data protection law works has temporal ef-
fects as well. When privacy and data protection
law regulates what others can know about an
individual’s past, it also affects the extent to
which the past in general can be known. This
does not mean introducing the kind of retro-
spective censorship or manipulation of histo-
ry that we encountered in Orwell’s novel. In-
stead, it means that privacy and data protec-
tion law has a role in defining which aspects
of the past we experience as troublesome in
the first place, what kind of troublesome pasts
we need to learn to live with, and how we are
to live with them. In this way, my research
reminds us that privacy and data protection
law is never just about individuals, it is always
about our life in common, which is a life lived
in a very delicate space between past and fu-
ture.


